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Abstract: Whether the cloud computing environment is credible is the key factor in the promotion and effective use of
cloud computing. For this reason, the expected value decision method in risk decision-making was improved. The usage
scenarios was redefined, the cost and benefit of audit scheme was digitized, and a virtual machine trusted auditing strate-
gy based on improved expectation decision method was proposed. Several levels of security protection for the user virtual
machine was provided, and the optimal audit scheme was selected autonomously according to the security protection lev-
el chosen by the user for the virtual machine. The virtual machine introspection (VMI) technology was used to obtain the
virtual machine information that needs to be audited. The designed encryption mechanism was used to protect the securi-
ty of users selected security protection level, so as to ensure the security of user virtual machine selection audit strategy.
Finally, the simulation results show that the scheme has good performance and validity.
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b2,b5)~ Bs(b1,b2,b3,b4)~ Be(b1,b2,b3,05)~ B7(b1,b2,b4,05)~

By(b1,ba,b3,basbs)e FIH P IEIHISLAL ) 22 A (R
WAT 5 B, MIRN 6,,6,,---,6,, 5 HIFIRIR R
R k. md. g,

T S o B USRS I R E R, T
PALEA R 22 A R4 0 R e I AR (B R BRI
AR LB R AN
B, R IR AR RO R, A L]
TR I 2, R BURHEE . R
PR,y yan yy BHIEL 90 30 1,z 2
aﬁ%’]ﬁlé\ %\ 17, U~ Uas us P HEL L. -1,
0 I, VI H I g (A AR T HS B AR 51 XA R IX
Oy FERFAE o ARE LRI, A% T SR A
IR 2 Fiw, 8 oF SRS AEAN R 1) 22 A R4 4
R SR 3 BT

F2 FHITREEARAE
CiRie AT BE U CPU %t VI cost(by)
by 3.10% 3.30% 3.20%
by 3.00% 3.10% 3.05%
bs 3.30% 3.20% 3.25%
by 2.90% 2.80% 2.85%
bs 3.20% 3.30% 3.25%

=3 FBHITRBERRR R ERIPRH THY
WafE (REMGD

i
LAY 6
by by b3 by bs
JE PR 1.00 0.33 0.11 0.04 0.04
(4773 3.00 0.33 0.33 0.04 0.04
g 3.00 1.00 0.33 0.11 0.04
= 3.00 1.00 0.33 0.11 0.11
T2k 3.00 1.00 1.00 0.11 0.33

BRI L A R e FH ) 24 ORA 20 6,
HITFSRIE by o by AWMFAIDEER. FIFHIES 32
FM ARG GO N REEAE p,, py,e, ps BAHE
PGP A IR F BRAH cost(limit) =14.04cost(unit) .
FEAZ LR HR T, w7 IR F T Sl
(IR 1% S Ry NS (I NEE R 5 1 S E e 7 = 0] 5
KRB N TR WA SR R INA 6 SR ik
PRELRFNAZLR WU T E A Byy By« Bss Bes
By, WHRIXJURN AT UF 7 EAE & M2 R 00 R 1
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. 60- wOf o W

%39 %

R A2 AR O IR SR AN v
JT IR WK 4 P

=4 BN RERIPRANMERRAEN

EWE L &
wAERYT REM R R TR E %
205 0 7RSS B, B3 Bs By By
JR R 2K 0.054 4.44 237 4.48 4.48 241
fixk 0.244 6.66 437 6.70 6.70 441
gk 0.404 733 511 744 737 515
[ 0.244 733 511 744 744 522
T5i % 0.054 8.00 5.11 8.11 8.33 5.44
[7.05]
4.78
AR Sk R S A TR SRVE A 2, E(B) =| 7.14
7.12
| 4.85 ]

P TR PR ER AN A ESR I BT T =, Bs I
SRR 2B B R, T LA Bs B2 A6 F 2K 1
WIE
422 A EB BT

TE v, AN AR B 5 75 K AN ]
S0 EAUNLEAT AR ER AR, i, AZ SO LA
B, BGIEAEAN IR S5 A o X B A AR )
M) Hash $if S A AL 0As, DRI AS B i 3] 5 P
AR LI Hash 4 2B K 72K A€ HEAUALIY
AIE T ARSOKE XS YRR A5 v g Sk ok, A
F RIS T SR ORAE R FUBLAZ AT I8 ANAR 2 A
T A 1, A SRR RAIE R AULIS AT PR B ]
AR ATAE T, R RS g s o P ik TS
HIFIT %, FE RN AT A5 1

Metasploit &K U I 2 A A il T,
vt T I SRS, R T &S B
i L) R AR AT ) shellcodes 32 22 2
S M T 25 M4 28 58 0 A7 A5 18 s T 40 A 1 22 o [X
it MEVG R Rt EO R D T SR AT B
o Bt e My v] BALZE H AR DAL iz 47 & ok
BIHARE .

H Metasploit B(ii %% Windows R HEHU
Bl Bt ) Ja AE ML AT FUTo AR .
FUTo 5 FU rootkit (BT RRAS, ‘€0t — Flule & AL,
AT LR B B ARG R AR s SRR,

K BIFF AR ] . FUTo 890 728357 1 Zh g,
‘B K] DKOM A i, PspCidTable A4 52 %)
%, PspCidTable j&— 145 M HANDLE_TABLE 4
¥ 4E%t, PspCidTable A T FEFIZERE ID 1))
Wi, R—AUEFER) PID #BRETE PspCidTable H4k
FIEHIS R . FERM AR T H, 4 IceSword,
THIE A PspCidTable RARBUSI T 5L I UERE
FIRAF R, EIIERIE] FUTo B R A5 B
WK 4R, K ERZERN TH, NiEk
L FUTo G2 I ERE o

TEASUR S v A FH P I8 FH (R ¥ 07 6 Bs,
T % Bs 0 SRR HT VE R N A7 d7 UF o BERE H7 1 AT LA
T 3P D R A A PR P e A O ek P A o
HERRIZAT N 2 AEHAE R GE 0 AT D43 L it A A 3F
FEAPMCRERENAZ UL, 24 FUTo Bt REfs I, 45
VER SR W AZ DL Bt s A i R S S, @il
ARG ERAE RGN A AE 0053 BC it 0T Ll 3k 75 1) 56 m) LA
RIBER RS, Wl 40) TR

SMSS. BXE 352 C:iiWindows\System32ismss. exe
csrss. exe 54D CriWindows\Svstem32icarss. exe
wininit. exe 644 C:\Windows\Svstem32\wininit. exe
winlogon. exe 728 CiiWindows\System32iwinlogon. exe
services. exe 772 CiiWindows\Systems2hservices. exe

() EEZEHN THAREERI FUTo GIEE M

(b) ARl T 584 B FUTo G fsk
Pl 4 Af ] 2 2 AR T BRI SO A5 B T e L

423 MAEEIE R

MR A SCHE (P UM L5 ok o7, e
6 (1) R UL 22 A DR A ) IR b RS JE 0 2 A6 1%
FIRIF VAR, Az s o H P AU LIk FH ER
J7 %, M v 5 SRR KA R L H A ARk
AT VAR I TR U S I SR UL
WER R, I BIRNUE G 5. XL
SRR RS IR T RS . Rk, MERESEIRTIH
(P X L ENURIA T, SR AR il
A it IS AH (] PR RSN K 23 AT AR ST v P I
UNLBAT RGBT o A T S Sk 4 A
FAPLEI G IR PERER 520, HEH L
3 R E: SRS U Z I AE AL SR SR
(101 vl AB LI R AL R A v A5 BILAI I i 40
Blo FE LA BE B A R R R UM L o T 7 4 v i
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46 1)

PR WSS : b T o BB D SR B BN L T A5 67 Uy i -6l -

RS v R g . o, SRR
ZHAE (audit-trust) EIHL: SIANAERE. s
31N ERA = v SN = €] V& SV iR e gt
fa AU s SR H SCHR (101 5 o] 45 ML 60 19 52 420 0L
(other-trust): FIAF{ERE. H VH AP KRR 1HX
LEnEHLE]; RAEAEENLE (none-trust) (1)KL
Bl: ANGINARAT T AF LA

R AR A 2 B K [P AR D
[F) 20 7 O S 8 7 29 v e ML N A 1F ARG
FIMERE SCAF b, SRS SO R TR B AR
B BRI T rE M E s b 7 AR 2L
B AR 75 T R UML) A1 A7 20l 2%
by AT DA b T ) AR R AL S AR
Ko R IARA IX 26 45 B R UL AT Rl A5 P vt

JEFUL IR BT WA o T s AR s e IR R =
FEA 2 Bl BN AR, BRDLE) CPU
A%, BRSNS ) N CPU T IRE ). 1,
HT UL CPU A2 0N WCAR a7 v 400 1 e 1) 5
. il 5 Fos, FEREANLAAERIIL AL B AR
TOLR, SO CPU #8L, Wi%E CPU %0 [0
AN AR O SE O TR R, T BAURER, Y
B MEFUMLI N AR/ SR UL CPU A2 5,
LT B AR 58 IS s ) J LT TG s

350

300 Gmg—e——6—o—0—O—o0—0—

—=— N{FK/NN2 GB
—o— A7 R/ A4 GB
—— W{FK/NA10 GB
—o— W7 AR/NA20 GB

(58]
wn
S

(=3
(=}

SFERE /s
%

.V&H—N__V_v——h—"

—_
(=)
(=}

2 4 6 8 10 12 14 16 18 20
CPU ¥4k

B s P OEANL CPU R EOR o T S e 4 1 FE IS 18] 5 i

EFRE T, vk TR B ILIEAT — kL
P W AR A TR AR P A LN TR, Al 6 PR
PL 4 GB. 4 & EMHLECE A B, MWK S FE 6 nf
LGB, 8 vk B AR AR TR I () 2 61.13 s, 1M
R VAL AN Ry 1.37 s, HHTE 2.24%.
AT LU W 6 i O, BN R HLEAT AT S
By AR TN A T 1) 58 BT (] 5 R FAML A 1 P AR

W
(=}

NFEAR BRI AR, 3K KA F 7 2 10 I ) £ K
R AE AW T .

250

200

v
S

SEREIT s
2

50 ¢

0 1 1 1 1 1 1 1 1 1
025 05 1 2 4 6 8 10 12 14 16
W1ER/NGB
W6 [ABTR N, — T S T S R o - 1

TEAR I HEBLBL I AR RC B T3 B 1
BT B A 3 0T 5 U Bl AT B A
R FIAR DG 777 e AR IS, 5 75 APl 2R A B
WA ESCHE (RN R AR T DA 540 110 58 Fl
IR KNBA I Z MG R . K 7 ATLLR
P N NG - C LGSy T e R ML PS5 A i
(BRI 7 20 J T e i A 2 AN o X2
A S A 5 3T DB 0 0L MR S v A
R, AT ECAH IR AT
PRUART AR i, RSP 5 0T IAEAR KRR |
T R TR PR AN T R I TR o

2.05
—o— R

2.00 | —=— RPIHR

195}

1.90 |

THFERTH)/s

N

1.80 f \G—J

2 4 6 8 100 12 14 16 18 20
WEK/NGB

B 7 eS0T 0 N AR 1 58 B TR)
5575 2R o v I ] 0] b

DR1 DA 6f Kt AU PR R A R RO S 20 g O
PP REAUBLN A7 K AT 55 B4 e, 1w el ok S8 10
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LY i%. {I)::

¥ R o539 &

SRS DAT g R R Cir R T TR C iR € N
THRA R U7 SE IR U TR AT L2 ANV DRl
AR S EE R AR B IR 51N AN ML R UL
FIA PR RE TR o

K2 AAS R U P RE IR TR, X AT EAL
TRIAN T« A E AT [R] A8 AL EA T PR RE I o
P 8 SR RSN LIEAT M REM AR LU 00, 1 BE
M TR B 5 fros.

1 000 000
900 000
800 000
2~ 700 000
& 600000
< 500000
ﬁ 400 000
300 000 0
oo ool [Fo TR BIAL
== AT AL
100 000 | —— ka7 {3 2 AL
(=} o o 0 [ =% o o o 0
a5 T 2 & B ¥ 208
o o0 o — < [l 0
moDod g g
WAL A A /NKB o
()Yl Fi10Zone, FE4EEHHRIRIVIH (64 KB),
VO 3R Bl iR LA R /N AR L
100 —p—9 9w v ¥ ¥ 9 9 %V V¥
0.99
0.98 —o— A{EH T AL
097 —— SR 1 LA
: —7— JERTE B HIAL
0.96
4
5 095
0.94
0.93
0.92
091
090 L
§ 53 £ 2585285835
e wE 8 3 E~ €8 3 & §
§ £ @ 2 = @ Z2 3 & ¢ 5
=% 8 2 “5E ¢
Z e 8 2 =
=
iRsE
(b)fi FiByteMark, £E7S [AJ48 45 T X5 be LAY H-SEAE )
5000
4500 —o— W{EH T HERIHL
4000 —de— F AT 5 HE AL
—v— JEA]{E AL
~3500
& 3000
£2500
@ 2000
@ 1500
1000
500
0 , , . . . . .
8 9 10 11 12 13 14 15 16

KSR R/ANVKB
(c)fi FiPostMark,, U4 2 55 AL BRAE 7 b SOt B A1 UL

P8 A REI R AN RIS P M S LIEAT PR REXT EE

R5 RN TRMBAIRIATIRERA
“k i

10Zone 10Zone s&—7 benchmark T HH T XMR%, nf
PLINA 2 Bl 1 RS0 h U RIS fig

ByteMark ByteMark | F 2 Rl S8 SR AT 25 1O 0025, ml LA
ARG AEFLES . FOHGAT L L A B S P il

PostMark Postmark H FIAAAf R AERETERE, FEEXT

BT KEAFWCNSTIFIAAE RS R #
ARSI, ARJE AT H AT IMIAG L, X
AN RN, GRS BT TR L
AT BEERMA LS N 35t

A3 ok R AN [F] S 2R R AL ) P
AR DL« Fo P, 10Zone MAAS [R] R AL ALY 1/O
PERE; ByteMark WA R 4545 N R UAHL I oF 5 6E
715 PostMark WA [F] S 7Y i SN AL BE SO A5 5%
[F)fE 7] - audit-trust 5| N FIZME GEACH7E TN %5
BUEIFI RIS L X T ol E AL, AT SR
YER AN T 205 Hash {1075 2K i ET 2
vIPM [1] PCR 278 o DAL RSB AE 19 58 BN
()2 BT BG N, AHJ& 0F Ak BRAH [R] ) AR I, w5
WU A 5 2R 54T Hash. SREUH 2. A7 3
PCR AFAgds o 10 ML) S e e | ko H P
FUNLLE FH v SR A o Fh ] 8(a) mT 4T, 3 FhmT
fEHUHEIA R, LA EAH R B H P AL, E W
RS CFrhE) HEAR 3. B S
PER/ANIASHTIE I, fEAE /O BTN RS
ey (b)) WSS, 0 LA a] 45 AL
P e (R PR ReJT 85 v] L ZBE ANTE, 84T IR IS fig
O CGEMER) RN RLEL 1O I, 3 il g
ML R (3 iz EEAR—3. & 8(b)
Al 3 PR ALE RN UE SRR AR ZE AR, M
REMUAESEA ] LLZBE AT (B 8(c)nl %0, A5
N B AL R R SO AE B3 70 5 B 1) = 45 it v T
FINFAEHUEN AN, BEE I A SO ER A
B, AHFER R SRR Z,
(1) 22 BEANWT 4 /N o LB S5 i B AR S A R A L
RN 2 HLEI A 2 IS 2 BT .

5 #RiE

REAUMLISAT RBE (W) 224w {5 2 vk SR 2
PRI EEEERTEE, [ A AMIFTEE T e A e AU LIEA T
MBS WEEAT TR IS, B 1 ST
JEA e ASCE RO T SE AR ), i &
i 2 IR B B R E SR AN LA T3
I RS, S TR T O R SR
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PR WSS : b T o BB D SR B BN L T A5 67 Uy i <63 -

RESUNLATE S Tk, A BRI R AL T — Rl 471
AR5 G o MR SREAUUTLI ™ DA EALLE T 1) 22 4 PRy
o, R AR I & e e A R K e B W o
Jr%&, T SAE AW s AT ST T 1,
A AW US AT AL T AN FTAARE, I A S
PP REAR A Jti o 38 (7 30 S PR i o o 58
IR AT 00T, SRR, RIS sk
T2 0 S AECRIT AT A o D 2 4G A AL B 0T i 23
LA AESEER I, UL
LIRS AR SR 724 o U7 SRR A A
IRAASCHE R 15 SR wad o
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